Sentient Proof Test Framework

Dylan Kawalec (dylan@coin.fi)

1. Mathematical Setup

Let P = {p1,p2,...,pn} denote a sequence of crypto-
graphically secure primes (e.g., 256-bit primes). For each
authentication round R, define the witness values as:

where f is a one-way witness generation function. We
then define a homomorphic mapping:

M(pi, ) : Px X =Y,

used in the overall authentication predicate:

A:

>z

(Vpi eP: Predicate(M(pi, f(R,pi)))).

R=1

A sample predicate may be:

Predicate(w) = (w mod 2 = 0).

For each round, we define the witness set:
XR = {f(R7p’L) 1pi € P}a

with the union condition:

N
U x" =2,
R=1

ensuring complete coverage of the witness domain X'

1.1. Framework Overview Diagram

2. Test Case:
Verification

Mapping & Union

Consider the example:

P={357, N=2 X={01,..9}

Define:

f(R,p) = (R-p) mod 10, M(p,z)= (p+z) mod 10.
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Figure 1: Framework Overview: Mapping and Predicate
Verification

2.1. Round 1 Calculations

e 2} =(1-3) mod 10 =3 = M(3,3) =6 (even)
e 23 =(1-5) mod 10 =5 = M(5,5) =0 (even)

e 21 =(1-7) mod 10 =7 = M(7,7) = 4 (even)

2.2. Round 2 Calculations and Explana-
tion

22=(2-3) mod10=6, M(3,6)=(3+6) mod10=9

22=(2-5) mod10=0, M(5,0)=(5+0) mod10=>5

22=(2-7) mod10=4, M(7,4)=(7+4) mod 10=1

The outputs in Round 2 are odd, so the sample predicate
fails—indicating a need to adjust f or the predicate for
valid authentication. The union of witness sets is:

X' =357} X?={6,04) = U=1{0,3,4,56,7}.
A complete test requires U = X, ensuring full domain
coverage.



2.3. Mapping & Union Flow Diagram
Round 1:
X' ={3,57}
Round 2:
X2 ={6,0,4}

Union:
U =10,3,4,5,6,7}

Figure 2: Mapping & Union Flow Across Two Rounds

3. Time-Dependent Key Genera-
tion Time ¢ } {Quantum Entropy )\(t)}

The session key is defined as:
K(t,S,r) =T(t) & E(\(1), 8,7),

J
where: { T(t) } { E(A(t),S,7) }

e T(t) is a time-derived component.
e A(t) is a quantum-derived entropy value.
e S is the user secret. @

e 7 is a random salt.

The function E(A(t),S,r) encrypts the combination of

the quantum entropy, the user secret, and the salt. The
XOR operation @ then yields a session key with collision K(t,S,r)
resistance:
Pr [K(t7 S,r)=K(t',S,r)| <27%° fort#1t'. Figure 3: 3.1 Time-Dependent Key Generation Diagram

3.1. Key Generation Diagram



4. Glossary and Assumptions

P Set of secure primes (e.g., 256 bits) ensuring high cryptographic strength.
f(R,p) One-way witness generation function.

xf Witness value for prime p; at round R.

M (p, ) Homomorphic mapping function for zero-knowledge proof.

X Complete domain of witness values.

A Overall authentication predicate.

T(t) Time-derived component in key generation.

A(t) Quantum-derived entropy value.

S User secret (private key).

r Random salt value.

K(t,S,r) Collision-resistant session key.

E(A(t),S,r) Encryption function combining quantum entropy, secret, and salt.

Assumptions: ¢ P consists of large, unpredictable primes.

e The function f is one-way and preserves secrecy.

e M and the union condition ensure complete domain coverage without leakage.

o The key generation process ensures negligible collision probability (274°).

e The system leverages high entropy and advanced mathematical constructs to thwart quantum and AT attacks.

5. Conclusion and Demo Integration

To verify the Sentient Proof Framework, a reviewer should:

o Compute the mappings M (p, f(R,p)) and check the predicate across rounds.

» Validate that the union of witness sets meets the condition ngl Xt =1x.

e Test the collision resistance of the session key K (t,.5,r) using multiple time samples.
5.1. Integration with Code and Pseudocode

A sample pseudocode for testing the protocol is:

# Pseudocode for verifying the Sentient Proof Framework
for each round R:
for each prime p in P:
x = f(R, p)
if Predicate(M(p, x)) is False:
report "Authenticationyfailed,inground Ryfor prime, p"
exit
add all x values to witness_set_R

if union(witness_set_R for all R) != full_domain:
report "Uniongconditionynot_met"

else:
report "Mapping,and_union conditionsysatisfied"

# Key generation test:
for different times t1, t2:
keyl = T(t1) XOR E(lambda(tl), S, r)
key2 = T(t2) XOR E(lambda(t2), S, r)
if keyl == key2:
report "Collisiong detected"
else:
report "Unique_keys,generated"




5.2. Demo Output

Below is the example output from the Python protocol demonstration:

Enter seed phrase: [Tzq7431GYua711X236894B6117065704FFFrw7739]
Use flexible password requirements? (y/n): YES
ENTER Basic password required (minimum 8 characters)
Enter password (min 8 chars): LOVE1234
Use custom salt? (y/n): YES
Enter custom salt: [627683761gjhsvjdv]
Generated salt: 538283e9eefb6222e00defd6e57al0ed4
Use custom color mapping? (y/n): YES

=== Custom Color-Direction Mapping Setup ===

Choose direction for Yellow: “up”
Choose direction for Green: “down~
Choose direction for Blue: “left”

Choose direction for Red: “right”

Running protocol...

2025-03-20 16:39:54,835 [INFO] Session: Protocol started

Using seed: som...234

Security level: 10

2025-03-20 16:39:54,836 [INFO] Session: Generated 12 entropy layers

Initializing Mentri verifier, Challenge Protocol Simulation for SIGMA Protocol verification with password length
-g*

2025-03-20 16:39:54,837 [INFO] Session: Sentient protocol initialized, starting interactive verification

=== Sentient Verification (8 Rounds) ===

--- Round 1 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): X!5TWU6ZYV

Hyperplane 1 (Green): Q@9FCAE7B8D

Hyperplane 2 (Blue): 10KIHMLGJ$

Hyperplane 3 (Red): Q3S4PRO2&N

Enter direction for this character: left

--- Round 2 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): Q@9D8C$AZBY

Hyperplane 1 (Green): GO1IJKEH2F

Hyperplane 2 (Blue): MOP3&Q!N4L

Hyperplane 3 (Red): 6VS5URW7XTS

Enter direction for this character: left

--- Round 3 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): MN&KOJLO12

Hyperplane 1 (Green): TUSPRV!34Q

Hyperplane 2 (Blue): @7XY65BZWA

Hyperplane 3 (Red): FHGD89IS$EC

Enter direction for this character: down

--- Round 4 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): !FCBDGE45A

Hyperplane 1 (Green): &7MIHJK68L

Hyperplane 2 (Blue): 09TQP$ONRS

Hyperplane 3 (Red): 3Y@XZVU21W

Enter direction for this character: up

--- Round 5 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): 1AGEFBC2D3

Hyperplane 1 (Green): M!54&LIKJH

Hyperplane 2 (Blue): R8QP7T60SN

Hyperplane 3 (Red): QYUOZW$9XV

Enter direction for this character: up

--- Round 6 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): !PQR5&6NSO

Hyperplane 1 (Green): WTU9ZY87XV

Hyperplane 2 (Blue): CDOBF1AEQ@$

Hyperplane 3 (Red): J43HI2GMKL

Enter direction for this character: right

--- Round 7 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): 7POSQN6R&5

Hyperplane 1 (Green): XTYUW8ZV9$

Hyperplane 2 (Blue): QOFDA2ECI1B

Hyperplane 3 (Red): 4KGJHLM3I!




Enter direction for this character: right

--- Round 8 ---

Character shown in these color-coded hyperplanes:
Hyperplane 0 (Yellow): PRO$TN8S9Q

Hyperplane 1 (Green): ZOVUX21WeY

Hyperplane 2 (Blue): EC!3GABDF4

Hyperplane 3 (Red): &6JMHL57KI

Enter direction for this character: left

--- Auth Complete, Enter Proof Authentication Validation over Holomorphic Witness Accumulation Protocol ---

2025-03-20 16:40:26,413 [INFO] Session:

Sentient verification completed with 8 rounds for witness accumulation responses from prover framework!

2025-03-20 16:40:26,413 [INFO] Session: Sentient verification successful.

2025-03-20 16:40:26,420 [INFO] Authenticated puzzle proof confirmed. Initiating prime search: 10 primes, 256
bits each.

--- Prime Discovery ---

2025-03-20 18:15:23,456 [INFO] Starting prime search for 10 primes of 256 bits...

2025-03-20 18:15:23,506 [INFO] Prime found:
72535155591949439583286653989606050638591796748057459243898442446889359734351 (attempt 32001, space 1,
orbital 0)

2025-03-20 18:15:23,556 [INFO] Prime found:
114659080029911085649738125081131359318367453877474201025890203571729232791779 (attempt 7001, space 2,
orbital 0)

2025-03-20 18:15:23,606 [INFO] Prime found:
91577035533705166901727191452814850436997785142259167060035943042411784618011 (attempt 7002, space 2,
orbital 0)

2025-03-20 18:15:23,656 [INFO] Prime found:
110009007663200311160512944794414545006693555307539513337757101166564763025363 (attempt 1, space 3, orbital
0)

2025-03-20 18:15:23,706 [INFO] Prime found:
65518156838111088812608323364659122860705942230670359420440566338719175678611 (attempt 5001, space 3,
orbital 0)

2025-03-20 18:15:23,756 [INFO] Prime found:
108276446240531873906224314193260889515000949244847682295553719904298102498283 (attempt 11001, space 3,
orbital 0)

2025-03-20 18:15:23,806 [INFO] Prime found:
77255897119620173404004970075130021593636522924889396867097673772946645262731 (attempt 21001, space 3,
orbital 0)

2025-03-20 18:15:23,856 [INFO] Prime found:
935187688393676993066188912150159230102366979955707912213568916024856928641679 (attempt 1001, space 4,
orbital 0)

2025-03-20 18:15:23,906 [INFO] Prime found:
89462869922531802743259698491193138346675469976131320885085755262732213889231 (attempt 10001, space 4,
orbital 0)

2025-03-20 18:15:23,956 [INFO] Prime found:
708154207855642809142914917207083411357054177783550586228725029172891825716079 (attempt 16001, space 4,
orbital 0)

--- Summary ---

2025-03-20 18:15:23,956 [INFO] Orbital rotation 0: 10 primes found in 2.50s

2025-03-20 18:15:23,956 [INFO] Total primes found: 10 in 2.50s across 10 spaces and 4 orbital rotations

2025-03-20 18:15:23,956 [INFO] Selected top 10 largest primes

--- Session Results ---

2025-03-20 18:15:23,956 [INFO] Session: Generated 10 holy primes

Proofs Generated:

2025-03-20 18:15:23,957 [INFO] Proof generated for prime
72535155591949439583286653989606050638591796748057459243898442446889359734351

2025-03-20 18:15:23,958 [INFO] Proof generated for prime
114659080029911085649738125081131359318367453877474201025890203571729232791779

2025-03-20 18:15:23,959 [INFO] Proof generated for prime
91577035533705166901727191452814850436997785142259167060035943042411784618011

2025-03-20 18:15:23,960 [INFO] Proof generated for prime
110009007663200311160512944794414545006693555307539513337757101166564763025363

2025-03-20 18:15:23,961 [INFO] Proof generated for prime
65518156838111088812608323364659122860705942230670359420440566338719175678611

2025-03-20 18:15:23,962 [INFO] Proof generated for prime
108276446240531873906224314193260889515000949244847682295553719904298102498283

2025-03-20 18:15:23,963 [INFO] Proof generated for prime
77255897119620173404004970075130021593636522924889396867097673772946645262731

2025-03-20 18:15:23,964 [INFO] Proof generated for prime
93518768839367699306618891215015923010236697995570791221358916024856928641679

2025-03-20 18:15:23,965 [INFO] Proof generated for prime
89462869922531802743259698491193138346675469976131320885085755262732213889231

2025-03-20 18:15:23,966 [INFO] Proof generated for prime
70815420785542809142914917207083411357054177783550586228725029172891825716079

2025-03-20 18:15:23,966 [INFO] Session: Generated ECDSA signature

2025-03-20 18:15:23,966 [INFO] Session: Protocol completed successfully

END OF DEMO OUTPUT

We rely on dense entropy hashing and lattice-based geometric hashing to generate effective entropy, with a very
efficient prime search algorithm that can generate large prime numbers instantly with an absolute value equal to



prime.
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